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[DISclaimer;

The information contained in this document is not intended to be an assertion of future
action by IBM. The use of this information or the implementation of any of these
techniques is a customer responsibility and depends on the customer's ability to
evaluate and integrate them into the operational environment. While each item may
have been reviewed by IBM for accuracy in a specific situation, there is no guarantee
that the same or similar results will be obtained elsewhere. Customers attempting to
adopt these techniques to their own environment do so at their own risk.

In this presentation, any references made to an IBM licensed program are not intended
to state or imply that only IBM's licensed program may be used; any functionally
equivalent program may be used instead.

Any performance data contained in this presentation was determined in a controlled
environment and, therefore, the results which may be obtained in other operating
environments may vary significantly. Users of this presentation should verify the
applicable data for their specific environment.

It is possible that this material may contain reference to, or information about, IBM
products (machines and programs), programming, or services that are not announced
in your country. Such references or information must not be construed to mean that
IBM intends to announce such IBM products, programming or services in your country.

Any feedback that you give IBM regarding this presentation will be treated as
non-confidential information. IBM reserves the right to use this information in any form.
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m C Socket Calls

== 33asiCcs oft Sackets

m REXX Socket Calls
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VWhat are Seekels?.

mGoal
» Erovideaway for: two computersto communicate

m Socket
» Oneway for; that te happen

internet

: Stack Stack Port
Client == NS~ —_
PAdD TN 1P Addr SR

VWhal are Seekels?.

m\\Vhatisheeded?
> Gd communication with the sack
» Describe yoursditothe stack
» | dl the gack if-you are asking (client) or-waiting to be asked
(srver)
> Ask or-wait to be asked, then wait for. data
» Send / Recave communications

» End communication

internet

, Stack Stack Port
Client = N~ |
P Addr X 1P Addrs SERES
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\What areSeckeis?

m\/Vhat 1s needed?

- Gel communication with the stack
= socket()

p- Describeyourselftothe stack
= bind()

» T el'thestack if'youare asking (client) or-waiting to
e asked (server)
= connect() or listen()

- Wait to be asked (server) or. wait for data (both)
= accept() or select()

» Send / Recelve communications
== send() or recv()

» End communication

= close()

VWhat are Socikers?

miJjust likeanew: Dresefifice
= Socket() - Register- your:business
= [ind() - Put upithe sign with your: skills
= [isten() - Put an advertisement in the paper
e \ention the number: Gfichairsin your-waiting room
== gccept() or select() - Wait for: patients
e Put " Open' sgn on yoeur. doaor.
e Assign patientsto their examination room
== send() or. recv() - Communicate with patient

== close() - dischar.ge patient
e Put " Closed" sign on your door
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€ Soekar Czills

mSacket - establisies connection wWith siack
p- Used by bothiclient and server
» socket(doemain; type, 0);

= domain
o AE_INET: - usetheinternet
® AF- UGV -use VM 'sIUCV

& AF_UNIX:- Liocaluse
= type
8 SOCK_STREAM -TCP
¢ SOCK_DGRAM -UDP

¢ SOCK_RAW - IP, ICMP
== protocol:
e (), IPPROTP_UDP, IPPROTO_TCP
» Returns the socket number (int)

(@ SeckerEalls

B Bind - describewhoyoularetothie stack
p-Usedilby server and aptienally client
p-hind(sacket, struct sockaddr: *, sizeaf() );

= [fFAF=_IINETr specified inisocket() call
= (Jse'inet_addr(® 1.2:3:4"); ta specify | P @in
sin_addr

struct sockaddr _in {
unsigned char sin_len; /* len of sockaddr or O */
unsigned char sin_family; /* AF_INET *
unsigned short sin_port; /* htons(5001) *]
struct in_addr sin_addr; /* INADDR ANY */
unsigned char sin_zero[8]; /* O's */
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€ Soekar Czills

m [ jsten - tellsistack that: thispoert will-enly lisien.
»- Used by server
»-|isten(socket:, backliag);
® socket: recd from sacket()

® hacklag: 0to SOMAXCONN
¢ Number ofi chairsinwaiting reom

(@ SeckerEalls

miAccept - wallsiior and accepts a new: connection
»-Used by server
e adlen = sizeafiadminlin;
» Blacked, usefentl() tounbleck
»-accept(SO; (struct sockaddr *) &adminln;, &adlen);

» Returnsthe new socket number: that was ebtained for
this connection. Thisisusually passsed to adifierent
thread allowing thisthread to get ready for another
connection.
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€ Soekar Czills

m(Connect - attempt te establisiia cennection
» Only used by client
» Wil alse,debindisfunction
» connect(sacket, struct sackaddr *, szeaf() );
—if AE_INET: specified in socket() call

struct sockaddr _in {
unsigned char sin_len; * len of sockaddr or O */
unsigned char sin_family; /* AF_INET */
unsigned short sin_port; /* htons(5001) */
struct in_addr sin_addr; /* INADDR_ANY i
unsigned char sin_zero[8]; /* 0's 5

(@ SeckerEalls

m Send
» Used by bothiclient and server
» Blocked, usefentl() to unblock
» bytes = send(socket, & buffer, len, flags)
== & huffer is ptr: to the buffer
=|enisthelength of the buffer
=flags are usually 'O
m consider converting buffer to ascii or ebcdic
m others: sendmsg, sendto, write, and writev
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€ Soekar Czills

mRecy
»- Used by both client:andiserver,
» Blacked, usefcntl() to unblock
» bytes = recv(saocket, &buffer, len, flags)
= & buffer isptr to the buffer
=|en isthelength of the butfer
—flagsare usually 'O’

m consider converting result to ascii or ebcdic
W others: recvmsg, recvirom, read, and readv

(@ SeckerEalls

m Sl ect - waitsfor: multipleevents
» Used by bath dient and ssrver
» Can walt: for: accept, send, recy; or time eut
» rc2 = sdect(num,_fds, read, write, except, timeaut);
= [c2'contains the number ofi ready: file descriptors
= Test for ... with ED_1SSETH()
= 7er 0 .and reset FDs before every call to select().

fd_set reading;

FD ZERO(&reading); [* reset to zero */
FD SET(0, &reading); [* std in */
FD_SET(socket, &reading); /* other socket */
num_fds = 1+socket; /* max socket num */
rc2 = select(num_fds, &reading, NULL, NULL, NULL);

FD_ISSET(O, &reading) [* test */
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€ Soekar Czills

W (Clese - snuts dewn the socket
» Used by bothiclient andiserver.
»-I'C = close(socket);

® socket - rec'd from socket()

(@ SeckerEalls

m Erroer Checking
»r.cisdifferent on different calls
== SOCKEt, accept: <= sacket number
== Send, recv: <= number: of bytes
= el ect: <= number; of ready file descriptors
==al| others: rc=0<= success
=all: rc=-1 <= error
e Check variable‘errno' for specifics
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(€ Seckelr @alls
m Client Server

socket() socket()
bind()
listen()
accept()

connect()

send() recv() recv() send()

close() close()

internet

: Stack Stack Port
Client —= \N\ =
PAddr TN 1P Addrs SR

(€ SocketEalls

m Example - socket preparation

int SO, NS, rc, adlen;
struct sockaddr _in sinet;
struct sockaddr_in adminin;

SO = socket(AF_INET, SOCK_STREAM, 0);

rc = bind(SO, (struct sockaddr *) &sinet, sizeof(sinet));
rc = listen(SO, 5);

adlen = sizeof adminin;

NS = accept(SO, (struct sockaddr *) &adminin, &adlen);
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(€ Secker@alls

N Example- receivedata

char buffer[999]
char *pBuf;
intread_len =0, nb =0, len = 998;

while (read_len < len) {
nb = recv(NS, pBuf + read_len, len - read_len, 0);
if (nb > 0)
read len +=nb;
else

rc = recv(NS, buffer, len, 0);
buffer[rc] = \0';

(€ SocketEalls

m EXample- senadldata

char out[999]; /* data to be sent */
int rc=0, len;

len = strlen(out);
rc = send(NS, out, len, 0);

m Example - Close

rc = close(NS);
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REXX Socket Calls

B SOCKE(‘SOCKET!, 'AF_INET, 'SOCK_STREAMY)
W Socket(‘BINDY, socket; "AF_INET port ip@))

B socket(LISTENY, socket, hacklog)

W SOCKet(*ACCEPT!, socket)

L SOCket('CONNECT', socket, AE_INET port ip@')
W sock et (*SENDY, socket, data, ')

m socket(‘RECV!, socket)

W socket('SELECT', mask, timeout)

m socket(* CLOSE!, socket)

PIPEIE SECKER SIAUES

m {cpclient - all client calls

® socket, connect, send, rrecv, close
m {cplisten - server: setup

® socket, bind, listen, accept, close

B {cpdata- server datamovement
® send, recv, close
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PIREINESOCKEL SIAges

> Iicpelient
= primary input siream ->tcpip
= [CPIP == primary eutput stream
== Stapswhen eutput stream terminated or. 20 seconds
have passed

input data - going to the server

v
tcpclient 127.0.0.0 9999 linger 20 tcpip

(same) stack port linger sec. stack ID

y

output data - coming from the server

PIPEEISOCKER SIAGES

p-[icplisten
= Must bethefirst stage
== JasSes Infermation to tepdata
== StOpS When euiput: stream terminated
» [icpdata
== |NPUL Stream:
e first record must befrom tcplisten
e following recordsaretreated asdata
== Qutput stream is data from the network
e can do blocking
— stops when output stream terminated
» Considerations
—how to handle multiple connections
—how to stop the pipéine
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RPIREINESECKERSIAFES

m [=eyw diagramiifior enly ene .connection

tcplisten port
data for a tcpdata +

take 1 < data tosend a
data for a tcpdata * + data to be sent

|

tcpdata

v

take 20 A way to stop the pipe

|

> data recd a

PIPElIe Salies

m\\Vhatisasnifier?

p-[Debug teal that rrecerds packets;sent hetween a client
and a server

Client ﬁ Sniffer

I xlate?

file id

®Torun TCPSNIFF

tcpsniff 10001 1.2.3.4 3000 tcpsn output a
input port IP@out and port output fileid
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RPIPE e Saiiier Code
[ CPSNIFEEXEC - diagram

immcmd tcplisten port

(prepare) tcpsniff arg(1)

PIpeineSaiiiier Code

= TCPSNIFFEXEG - page 1

/* TCP port sniffer. */
* John Hartmann 7 Feb 1996 12:38:57 */
Signal on novalue

parse arg port remote_sys remote_port fn ft fm ‘(" options

/ /

/* Send TCP socket data to a remote host and pass the result back. */
/* To sniff a telnet session, this program would be the server as */

/* seen by the telnet client. The real telnet server is specified */

/* as the second and third operand. *

I* &

/* Specify (ascii if the data stream is in ASCII and you want the */
/*log file in EBCDIC (from 850 to 1047). &/

/ /

say ‘Type: stop to stop this sniffer.'
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RPIPE e Saiiier Code
mCRPSNIEEEXEC - page 2

address command
'PIPE (end \ name TCPSNIFF.EXEC:18Y,
\immemd stop’,
‘lg:gate’,
‘\tcplisten' port,
9t
'|go:fanout’,
'|Ichange 72 //x00, /* Make sure positive...
‘Ichange 71 //x00", /*...numbers for... */
‘|change 70 //x00', formatting. i
‘lchange 69 //x00,
‘|spec 67.2 c2d 1/,
'69.2 c2d nw 71.2 c2d nw',
'73.2 c2d nw 75.2 c2d nw/,
'|spec /Request from port/ 1 wl nw /on/ nw',
‘w2 nw//nw3nl/n,
‘w4 n//nwbn',
‘lcons’,
\go:',
'|tcpsniff' arg(1)
Exit RC

PIpeineSaiiiier Code
m T CRSNIEEREXX - diagram

*.input:
|
take 1

*

tcpdata
I

(prepare) | tcpclient
I

|
(prepare) O
|

faninany

>> fn ft fm
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RPIPE e Saiiier Code

T CPONIEEREXX-page 1

/* Sniffer to process one connection request */
/* John Hartmann 7 Feb 1996 12:49:10 */
Signal on novalue

signal on error

parse arg . remote_sys remote_port fn ft fm ‘(' options
upper options
xlate="
If wordpos('ASCII', options)>0
Then xlate='|xlate from 850 to 1047

PIpeineSaiiiier Code
I CRSNIIEEREXX - page2

do forever
'peekto’
‘callpipe (end \ name TCPECHOD.REXX:7)',
\*.input:',
‘|take 1',
'lifanin’,
‘|tcpdata’,
'lin:fanout’,
xlate,
‘Ichange ,,I ',
"|wi:faninany’,
'I>>' word(fn 'TCP', 1) word(ft ' TRACE', 1) word(fm 'A’, 1),
\in:',
‘ltcpclient’ remote_sys remote_port,
'lo:fanout’,
xlate,
'Ichange ,,0 ',
wit,
\o:',
'lelastic’,
i
say 'Connection closed.'
end
error: exit RC*(RC<>12)
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VWihat diciweeiseliss?

m \/\/hat are sockets?

m C Socket Calls
= Basics ofi Seckets

m REXX Socket Calls
m Pipeline Socket Stages
m Spiffer

Refer ences

m JohniHartmann (IIBM" Denmark)
p JOHN@dk.ibm.com
= Pipelines authoer and Sniffer author
m \elinda \Varian's pitch en Marist
> " Plumbing thelnternet: CM SISO Pipeines Support
for TCR/IP", revised 06/09/97
» http://lvm.marist.edu/% 7Epipeine #AM WV
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/N LCibrany

" OF for VM/ESA Sackets Reference! SC24-5741
p REXXIVM Reference’ SC24-5770/Ch 16
p-"CMS Pipeaines Users Guide! S€24-6077/Ch 11
» " CMS Pipeines Reference’ SC24-6076

> " CMS Pipeines Author's Edition™" SL26-0018

[DEVElRpmEen Eontacts

= \WillIJl Roden, Jr.

Copyright IBM Corp.,

= Phone: (607)1429-3278
= | nternet: RODEN@USIBM.COM
= \/\/ eD: http//www.vm.iom.com/devpagesroden

= Postal mail
o |BM Department G796
®.1701 North Street

e Endicott, NY 13760 U.SA.

2004




