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§ Any information contained in this document regarding Specialty Engines ("SEs") and SE
eligible workloads provides only general descriptions of the types and portions of workloads
that are eligible for execution on Specialty Engines (e.g., zlIPs, zAAPs, and IFLs). IBM
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of
specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for
IBM Machines” provided at

(“AUT").

§ No other workload processing is authorized for execution on an SE.

§ IBM offers SEs at a lower price than General Processors/Central Processors because
customers are authorized to use SEs only to process certain types and/or amounts of
workloads as specified by IBM in the AUT.
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Security requirements

§ Security requirements are increasing in today's world
— Data security
— Data integrity
— Keep long-term data audit-save

§ The number of attacks increase daily
— Industrial spying
— Security exploits, Denial-of-Service attacks
— Spam, Phishing, ...

§ Not paying attention to security requirements
can be very expensive
— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

§ IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems

(5
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Why secure VSE ?

§ Prevent unauthorized access to VSE and data
—Keep secret data secret
—Data modification by unauthorized users

§ Prevent users from damaging the
VSE system (maybe by accident)

—Deletion of members or entries
—Submission of jobs

§ Prevent unauthorized remote access to VSE
—Today most computers are part of a network

—Theoretically every system in the network
could connect to your VSE system

—FTP allows to access production data
« VSAM
« POWER entries (listings)

@ © 2013 IBM Corporation



z/VVSE Live Virtual Class 2013

Securing you system — Protection levels

You can choose which level of

security you need

Extended security
§IPL SYS SEC=YES
§CICS SIT SEC=YES

No security
or homegrown s¢

§IPL SEC=NO
8CICS SIT SEC=NO

CICS sign-on secy
§IPL SYS SEC=NO
§CICS SIT SEC=YES
8No TCP/IP security

CICS and batch s
§IPL SYS SEC=YES
§CICS SIT SEC=YES
§TCP/IP security active

a Protected against ac
Inside (e.g. batch) and
outside (CICS and TCP/IP)

§TCP/IP security active

SUsing extended security features
- FACILITY resources
- JCL security
- LDAP signon
- Data encryption & SSL
- Auditing

a Only protected if signing in
through CICS. No protection
for batch or remote

8No TCP/IP security

inside nor outside !

a No real protection from

Required level of protection
depends on

2 What resources you want to protect

2aAgainst whom (inside, outside)
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Ways into your z/VSE system — Are you securing them all?

| VSE/ESA ¥

HMC
Integrated
Console

CICS Web Support Web Services
3270 Bridge (SOAP [ HTTP

IPL console

Connectors,
VSE Navigator,
etc.

Terminal (SNA,
Local non-SNA)

TCP/IP
SNA / APPC

Telnet
3270

FAQS z/IVM Commant\|nterface
or similar Send jobs

IUCV FTP
VMCF

z/\VM
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e e e e e = —— = —— = ———— —
e

--1 LDAP Support

Connectors
(VSE/ESA 2.5)

oSS || cicsivsE || Bateh TCP/IP
creTe NJ sei ONE central instance
Tal -
for all security
; decisions
(Basic
(since VSE/ESA 2.4)

Audit Logging & Reporting

LDAP

Mapping File

\ 4
VSE
Control File

\ 4
BSM
Control File
(z/VSE 3.1.1)

\ 4

DMF
Datasets
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All access attempts to protected resources can
be logged

— Allowed access as well as disallowed access
Possible attacks can be detected

— E.g. multiple logon attempts with invalid password
— Who did when access which resource

Analysis can be done using a reporting tool
— Summary report

— Detailed report of all access attempts

New with z/VSE 4.2:

— Logging of important BSTADMIN commands

--{ LDAP Support

CICS TS

! | (VSE/ESA 2.4)

CICS/VSE

Batch

Connectors

TCP/IP (VSE/ESA 2.5)

]

i

] ]

DTSECTXN

Signon
Table

Exit

DTSECTAB

Defined A
Exit

Users
'

Security Manager
(Basic Security Manager or External Security Manager)

since VSE/ESA 2.4)

(r Audit Logging & Reporting

; (
——
LDAP VSE
Mapping File Control File

.J' >
BSM
i DMF
Control File
(2/VSE 3.1.1)

To activate logging for a specific resource, you need to specify the AUDIT option

(using BSTADMIN) on the resource profile:

AUDIT(audit-level, access-level)
audit-level:

ALL: All authorized accesses and detected unauthorized access attempts should be logged.

FAILURES: All detected unauthorized access attempts should be logged (the Default).
SUCCESS: All access attempts that were authorized should be logged.

NONE: No logging should be done.
access-level:
ALTER: Logs ALTER access-level attempts only.

READ: Logs access attempts at any level. READ is the default value if the access-level is omitted.

UPDATE: Logs access attempts at the UPDATE and ALTER level.

©20131BMC
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Audit-Logging and Reporting

G5 ,808] G9:35:32 B5M Report - Listing of Process Records

= 3 b = m
el = =]

wJohi Uzer
fate Time Name
05,076 12:26:86 SYSA 2 Job=(CICSICCF) - User verification: Sucessful termination
AUGUST WONG Aut h=(8%one) , Reason=(None)
65,876 12:26:12 HU&D 1 1 Jab={CICSICCF) - User verification: Inwvalid password
HUGH MAYER Auth=(Nona) ,Reason={User ve rification failure)
85,876 12:26:17  HUGD 1 @ Jab={CICSICCF) - User verification: Sucessful initiation / logon
HUGDH MAYER Auth=(Nona) ,Reason=(None)
05,876 12:26:17 HUGD 2 1 Job={CICSICCF) - Rescurce access: Insufficient authority
HUGH MAYER Auth=(%ormal) Reason=[Audit options)
Resourca=CESN, Intent= - e £
©5.076 12:26:18 HUGD 1 8 Job=(CICSICCF) - User| o oor 353 e ey
HUGE MAYER Auth=(Nona) Reason={Mq User/  Name m=== dobfLogan =-=- s Inteant s ——eee-
05 076 12:26: 20 SYSA 1 & Job=(PAUSERS | - User .ﬂf[,b‘a e Sucmﬁi Uinla{iog Succeﬁz l.'iu:-]atiu:-r; Mteﬂr Updaz; Hea-:ll T-:-ta}
BUGUST WONG Auzh=(Nona) Reason=(H
05.676 12:26:36 SYSA 2B J.:-I:-=|:I|=:'ALI5-E:I!5I3 o Rein A . . i ' " " 1 *
AUGUST WONG Auth=(Administrator),
Resource=MYAPPL.MYFPRI
65,876 12:26:33 SYSA 1 8 -Jl:ltl=|:|:'.“.U5-EEﬁ :| - lger | @.081 69:35:32 B3M Rzport - Listing of Resource Surlrl.a;y ; :
BUGUST WONG .n.l.lth=[hl.'_ll'|E:| ,.REESDI—I:I:h Resource Name Success Wielation Alter " hU;d:t;“ § Raad Total
Class = FACILITY
MYAPPL,MYPRINT 1 a a ] 1 1
Class = TCICSTRN
CESH 0 1 a ] 1 1

Auditors can use reporting
tOOIS to gen erate G5.808] G0:35:32 B3M Rzport - General Summary

Process records: a
S === Jab on Statistics ---
ummary reports Total JobfLogon/ Logoff ’ LD;UE rereses
Total JobfLogon successes
Total JobdLegon viclations

Detailed reports of all Bl Sl S o i s
access attempts --- Resource Statistics ---

R @ =

Total resource accesses (all events) 2
Total resource access SUCCRSSES 1
Total resource access violations 1
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zIVSE

CICS

Applications

|ldentity Management

Authenticate User-IDs

[

uo-ubisS dvaT

/

\

Sign-on

L

Passwords
LDAP Groups

Directory S

Manages Identities

Access righgts

(5

A
_ Authenticate Add, Change,
uthenticate Delete, ...

Administrator
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@AP Suppoh

E \_/"

i | cicsTs Connectors

i (VSE/ESA 2.4) CICSNSE BatCh TCP/IP (VSE/ESA 2.5)
v ! v v ! !

Defined
Users

Signon

DTSECTXN DTSECTAB
Table

Exit

|

Exit

§ Enables users to sign on z/VSE using a
Security Manager

(Basic Security Manager or External Security Manager)
(since VSE/ESA 2.4)

| Audit Logging & Reporting

(i.e. IBM Tivoli Identity Manager, etc.) ¢ ¢ ;
< T < >
§ LDAP user-IDs and passwords can be

§ Helps overcome VSE internal limits:
— 4 character VSE/ICCF user-IDs
— 4 and 8 character CICS user-IDs
— up to 8 character Passwords

§ LDAP sign on sits on top of existing z/VSE security manager (i.e. BSM, ESM, etc.)

8 z/VSE LDAP client can work with common LDAP servers
— IBM Tivoli Directory server
— z/NVM LDAP server (with optional RACF repository)

— Microsoft Active Directory, OpenLDAP, Apache Directory server, Novell eDirectory, and
many others.

§ Potential benefits include improved protection, , ease of use for end-
users

© 2013 IBM Corporation
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§ Define a new user-ID
— Interactive Interface dialog Maintain User Profiles (211)

§ Connect the new user-ID to groups W
— Interactive Interface dialog Maintain Security Profiles (282)

—Show User List (option 6) and add the user-ID to the group

— Add the user-ID or groups to the access list of the desired resource profiles,
If needed

—You can also use BSTADMIN to do this in batch.

§ Perform a BSM Security Rebuild to activate the changes

§ If you are using LDAP Authentication, you also need to add the user-ID
to the LDAP mapping file via IESLDUMA

§ Since z/VSE V4.3 the User Maintenance Dialogs have been connected
to each other, leading you from User Definitions, to Group Maintenance
and LDAP mapping

© 2013 IBM Corporation
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If you make changes to a user-ID, don‘t forget to update the groups and resources
as well:

§ When deleting a user-ID
—Remove it from the groups it is belonging to

—Remove it from the access lists of any resource
profiles

§ When updating a user-ID
—Adapt the groups it is belonging to, if required
—Adapt the access lists of all resource profiles, if required

§ Use the BSM Cross Reference Tool to find out where the user-ID is
referenced (see separate foil)

§ Perform a BSM Security Rebuild to activate the changes

§ If you are using LDAP Authentication, you also need to update the user-ID in
the LDAP mapping file via IESLDUMA

@ © 2013 IBM Corporation
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§ Per default there are GROUPO1 to GROUP64
—corresponding to the 64 CICS transaction security keys

§ Define a new group
— Interactive Interface dialog Maintain Security Profiles (282)
—Use option 1 (Add) to add a new group

§ Add user-IDs to the newly created group
—Show User List (option 6) and add the User-1D to the group

§ Do NOT create groups that are named the same as user-1Ds
§8 You can also use BSTADMIN to do this in batch.

§ Perform a BSM Security Rebuild to activate the changes

(5
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§ There are 2 repositories for resource profiles:

—DTSECTAB: It contains the entries for z/VSE files,
libraries, sublibraries, and members

—BSM Control File: It keeps the profiles for all the
new resource classes supported by BSM

§ Access List specifies who (base on user-ID or group) has access (Read,
Update, Alter) to the resource

§ If the access list contains both, a user-ID and a group that contains the user-

ID
—then the access rights specified with the User-ID is effective

@ © 2013 IBM Corporation
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§ Since z/VSE 3.1.1, BSM uses the BSM Control File
iInstead of DTSECTXN

—You may need to migrate transaction security
definitions from DTSECTXN to BSM Control file

§ The steps you can follow partly depends on:
—The VSE system level from which you installed z/VSE

—Whether you performed an FSU (Fast Service Upgrade) or an initial
installation.

—Whether you wish to retain the use of your previous security definitions.
§ Please see Administration Manual Chapter 22 (page 325) for details

—See the table that describes the steps you need to perform before and
after migration of VSE

@ © 2013 IBM Corporation
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§ The z/VSE BSM Cross Reference Tool is intended to help administrators control

the profile definitions in the BSM control file.
§ Example:

—When you delete a user-ID, you can use it to ensure that you have removed
the user-ID from all access lists and groups.

§ The following functions are provided:

—List all groups and resource profiles
which contain a specified user-ID.

—List all resource profiles where a
specified group is on the access list.

—List all user-IDs found in the BSM
control file but is not defined in the
VSE control file.

—List all resource profiles that allow

any user-ID to access a resource
(UACC not NONE).

§ Runs as batch job, or via
Interactive Interface Dialog (286) a

(

OPTIONS:

OPT

PF1=HELP

1 = REPORT

REPORT

NAME

BSM CROSS REFERENCE REPORT

2 =

k
k
ab
k
k

out
out
out access co
out
out

DETAILED REPORT

us
group X
all user-1ID

ntrol class *_ (1..32)
i nsi encies

inconsi
UACC that allow resource access

08/006]

(05
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CICS TS Security

¢~ LDAP Support [\
U ):lCSNSE Batch TCPip || Connectors
SS—T T I —
. . . {|DTSECTXN Si%”": Exit | [DTSECTAB Deg:resd Exi
§ CICS sign on is performed using ; e B o 5
- Nat|Ve CICS TS S|gn on (CESN) Security Manager

(Basic Security Manager or External Security Manager)

since VSE/ESA 2.4)

— VSE/Interactive Interface sign on (IEGM) - M
— Private sign on programs based on

§ Grant access to CICS resources
— Per individual user
— Per group

§ Resource security definitions under CICS TS \
— Definition within single resource definition

o Within CEDA DEFI NE FI LE: RESSEC( YES)

« With BSTADMIN Resource Profiles for Resource Class FCICSFCT:
ADD FCl CSFCT FI LEA UACC( NONE)
ADD FCl CSFCT FI LEB UACC( NONE)
PERM T FCl CSFCT FI LEA( GROUP1) ACCESS( UPDATE)
PERM T FCl CSFCT FI LEB( GROUP1) ACCESS( READ)
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§ Every transaction runs under the context of a user-id

— If no user is signed on, it runs under the default user

« DFHSIT: DFLTUSER=

8§ CICSUSER is predefined after base install:

— Type 3 (ICCF is not allowed)
—Is in GROUPO1, GROUP60-GROUP64

» GROUPO1 and GROUPG60 is
required by Interactive Interface

§ Actions to perform after installation

— Do not allow this user to use
critical transactions

— Adjust groups this user is
belonging to

8 You need to protect critical
transactions to prevent system
damage by users

Transaction

Description

USER Display Activity Dialog, send Message to all users
CEMT Master terminal

CEDA Resource definition online

CEDB Like CEDA, but no INSTALL possible
CEDC Like CEDA, but read only

CECI Command level interpreter
CEDF/CEDX Execution diagnostic facility

CETR Trace control

CESN/CESF Sign on/sign off

DITT Online Ditto

others ?

© 2013 IBM Corporation
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Batch Security

§ When you have batch security active (SYS SEC=YEYS),
all your jobs need to specify a user-1D and password

— Either using the // ID statement within the job
— or in the * $$ JOB card

§ ID statement or * $$ JOB specifies user id and password for a job
* $$ JOB INMEMYJQOB, . .., SEC=(user, passwor d)

or
/1l 1 D USER=user, PW\D=passwor d

§ User id and password are verified against
— DTSECTAB
— Security Manager (RACROUTE)

§ Subsystems (LIBR, VSAM, ...) uses this user id to verify access rights against
DTSECTAB

§ When you submit jobs from the ICCF library
— The submitted job automatically inherits the user-1D and password from the submitting user
— No need to specify a // ID statement or user-ID in the * $$ JOB card

§ Inheritance only works if batch security is active at the time you do the submit

— Jobs that have been submitted prior to activating batch security do not have any inherited security
information, you may have to re-submit those jobs
@ © 2013 IBM Corporation
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New since z/VSE V4.3:

v
Z

§ You can use BSM security to protect operands of specific
JCL statements

— For example, you can protect the PERM operand of the ASSGN
and LIBDEF statements.

§ IBM provides five resource profiles of class FACILITY that are used for
JCL statement checking:

—IBMVSE.JCL.ASSGN.PERM
—IBMVSE.JCL.LIBDEF.PERM
—IBMVSE.JCL.LIBDROP.PERM
—IBMVSE.JCL.OPTION.PARSTD
—IBMVSE.JCL.OPTION.STDLABEL

§ To perform JCL statement checking:
— JCL security must be enabled (SYS SEC=YES,JCL)
— The minimum access right for Universal Access or user-IDs/groups must be READ

© 2013 IBM Corporation



z/VVSE Live Virtual Class 2013

New since z/VSE V4.3:

§ The Basic Security Manager supports the following resource classes that are used by
WebSphere MQ for z/VSE Version 3 onwards:

— MQADMIN  — Administrative type functions

— MQCMDS — Command security

—~MQCONN  — Connection security ﬂﬁw(‘o
— MQQUEUE - Queue resource security

— MQNLIST — Namelist resource security

§ All resources (BSM profile names) used by WebSphere MQ are prefixed with the name
of the subsystem that they are to be used by.

— For example, if queue manager with SSID MQV1 has a queue called
QUEUE_FOR _LOST _CARD_LIST, the appropriate profile would be defined to the ESM
or BSM in class MQQUEUE as:

« MQV1.QUEUE FOR LOST CARD LIST

§ For details, please see manual “WebSphere MQ for z/VSE System Management
Guide” - GC34-6981-02 (revision 02)

© 2013 IBM Corporation
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§In general TCP/IP uses its own user id definitions

—Readable in initialization member (IPINITxx.L)
 DEFI NE USER, | D=user , PASSWORD=pwd

—Duplicate user definitions

§ Security Exit available from IBM to check the user ids and resource

access via Security Manager
—lIssues RACROUTE calls for

e User identification and
verification

e Resource access control

» VSE files, libraries, members
* POWER entries

* SITE commands

TCP/IP
for
VSE

BSSTISX

Pre-
processing
exit

Security

RACROUTE Manager

Post-

processing

exit

(05

(BSM/ESM)
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Cryptography and data encryption

Main areas of cryptography:

§ Encryption of data transmitted over network
connections

—SSL, HTTPS
—SecureFTP

§ Encryption of data stored on disk or tape
—Encryption of backups or archives

—Exchange of encrypted and/or signed data with
customers or business partners

—TS1120 Encrypting Tape Drive
—Encryption Facility for z/VSE

© 2013 IBM Corporation
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Key & Certificate Management

Cryptography uses Keys and Certificates

§ Key Management is not trivial

— Key must often be kept secure for a very long time
— You must be able to associate the encrypted data with the corresponding

key(s)
— Encrypted data and the corresponding
key(s) must be strictly separated

§ Keyman/VSE

— Creation of RSA keys and
digital certificates

— Upload of keys and
certificates to VSE

— Creation of PKCS#12 keyring
files (use with Java-based
connector or import into a Web browser)

— Download from VSE Homepage

Keyman/¥sE - D' ¥secon',samplestik . |I:I|E|

File Options Actions  Help

Calmee| A=

I Certificate Item I Lengthl Type I WSE Llserl Yalid l

EJ User Certificate 1024 lser - Yes
Bl zVSE Development CAROOT 1024 Rook - Yes
[Ed Y3E Server Certificate 1024 ser - Yes

| |l YSEFRANZ : vs..,

http://www.ibm.com/systems/z/os/zvse/downloads/#vkeyman
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Certificates

§ A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

§ Theissuer "signs" the certificate by encrypting a hash of
the certificate content with his private key

§ Everyone can check the sign by decrypting
it with the issuers public key

§ For production purposes, certificates are usually issued
by a well known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign, etc.
— Usually this cost money

§ Forin-house use (Intranet), you can have your own Company-wide Certificate Authority
— Certificates are trusted inside your company, but not outside

§ Fortest purposes you can use self-signed Certificates (you are your own Certificate Authority)
— Nobody trusts these Certificates (except you)
@ © 2013 IBM Corporation
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§ SSL provides a communication channel with message integrity,
authentication, and confidentiality

§ SSL is awidely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet

§ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for
— Uses symmetric cryptography for

§ As the name implies, SSL is a layer on top of TCP HTTP App
§ Cipher suites defines the algorithms used:
— For key exchange TCP
— For encryption IP
— For hash algorithm
HTTP App
SSL RSA WITH _DES CBC _SHA SSL
T T \ TCP
Hash algorithm IP

Key exchange Encryption

© 2013 IBM Corporation
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SecureFTP

1|
o

§ The FTP protocol provides a easy and straight
forward protocol for transferring files between
systems on different platforms

— Many installations rely on it to efficiently transmit critical files
that can contain vital information such as customer names,

credit card account numbers, social security numbers,
corporate secrets and other sensitive information

— FTP protocol transmits data without any authentication, privacy or integrity

~

e <

§ SecureFTP provides user authentication, privacy and integrity by using RSA
digitally signed certificates, DES encryption and SHA-1 secure hash
functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 or later
(at no additional charge) or offered as separately priced product by CSI

8§ How to setup Secure FTP with VSE:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup SecureFTP with VSE.pdf

@ © 2013 IBM Corporation
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Hardware Crypto Support on System z and VSE

z/IVSE zIVSE z/IVSE zIVSE 4.1 | z/VSE VSE/ESA VSE/ESA
5.1 4.3 4.2 3.1 2.7 2.6
PCICA Yes Yes Yes Yes Yes Yes -
CEXnC Yes Yes Yes Yes Yes - -
CPACF Yes Yes Yes Yes Yes - -
by release
CEXnA Yes Yes Yes Yes Yes - -
PCIXCC Yes Yes Yes Yes - - -
CEX4P - - - - - - -
prior | z800 | z900 | z890 | z990 z9 z10 | z114 | z196 | zEC12
z800
PCICA - Yes | Yes | Yes | Yes | - - - - - by server
PCIXCC | - - - Yes | Yes | - - - - -
CEXnC - - - Yes Yes Yes Yes Yes Yes Yes
CPACF | - - - Yes Yes Yes Yes Yes Yes Yes
CEXnA - - - - - Yes Yes Yes Yes Yes
CEX4P - - - - - - - - - Yes

CEXnC = Crypto Express2/3/4S in coprocessor mode

CEXnA = Crypto Express2/3/4S in accelerator mode

CEXA4P = Crypto Express4S in EP11 mode
See http://www.ibm.com/systems/z/security/cryptography.html
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§ VSE hardware configuration not necessary for
crypto hardware

No IOCDS definition in VSE

No device type

No ADD statement

— You may have to define the devices in the HMC (LPAR) or z/VM directory

§ Use of crypto hardware is transparent to end users and TCP/IP applications
— But use of crypto hardware can be disabled via TCP/IP SOCKOPT phase

§ How to setup cryptographic hardware for VSE:

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

13023l
13023l
13014l
13014l
1J005I
1J006l
1J022I

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX O

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 1

FOUND A PCI CA CARD AT DEVI CE | NDEX 6

FOUND A PCI CA CARD AT DEVI CE | NDEX 7

HARDWARE CRYPTO ENVI RONMVENT | NI TI ALI ZED SUCCESSFULLY.
USI NG CRYPTO DOVAI N O

CPU CRYPTOGRAPHI C ASSI ST FEATURE AVAI LABLE.
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zIVSE V4.3

§ Support for AP-interrupts is a new function of IBM System z10, IBM zEnterprise (z114,
2196 and zEC12)

§ A hardware interrupt is issued when aresponse is ready for
de-queuing from a card.
— Removes the need for the formerly used polling mechanism
— User can switch between polling and interrupts (default: polling)
— Using interrupts for certain workloads without increasing CPU load

§

§ Supported cards are:
— Crypto Express2 and
— Crypto Express3
— Crypto Express4S

§ The VSE crypto device driver provides new commands:
— , enable AP interrupts for all APs
— , disable AP interrupts for all APs

© 2013 IBM Corporation
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z/VSE V5.1 — New Crypto Features

§ Displaying Hardware Crypto Status Information

—General crypto configuration
« MSG FB,DATA=STATUS=CR

— CPACF status:
e MSG FB,DATA=STATUS=CPACF

—Adjunct processor (crypto card) status
« MSG FB,DATA=APSTAT AP=n

§ RSA 4096-Bit Key lengths

—In addition to 2048-bit RSA keys, z/VSE 5.1
now supports 4096-bit RSA keys

— Exploited by:

o TCP/IP for VSE/ESA (SSL) and the e-business Connectors for improved

SSL security.

o Encryption Facllity for z/VSE OpenPGP for public-key encryption
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z/VSE V5.1 plus PTFs — OpenSSL Support

§ What is OpenSSL?

— OpenSSL is an Open Source project providing an SSL implementation and key
management utilities

— Available for most Unix-style operating systems, MAC, Windows, and
IBM System i (OS/400)

— For details on OpenSSL refer to hitp://www.openssl.org/

§ Why OpenSSL on z/VSE?
— The TCP/IP stack from Connectivity Systems, Inc. has an own SSL implementation

|/~ Openssi: The Open Source toolkit for 551/TLS - Windows Internet Explorer
— What about the other two stacks: GO [l o esion,
« IPv6/VSE from Barnard Systems, Inc. N N = Y N =

+ Linux Fast Path (LFP) provided by IBM bpenSS

&
Tfeliesifepeln) cinel SETRRRESS el

- A” StaCkS COUId use One Slngle SSL Yy JSponsorOpenS'S'L Purchase a Support Contract| Contracta Team
implementation: OpenSSL

— OpenSSL is widely used in the industry
— Latest RFC’s implemented

— One central place for access to crypto hardware,
software updates, migration to higher versions

Welcome to the OpenSSL Project

The OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, fi
implementing the Secure Sockets Laver (SSL v2/v3) and Transport Laver Security
general purpose crvptography library. The project is managed by a worldwide comrmunit
communicate, plan, and develop the OpenSSL toolkit and its related documentation.

OpenSSL is based on the excellent SSLeay library developed by Eric A Young and Tin
10N  under an Apache-stvle licence, which basicallv means that vou are free to get and use it
subject to some simple license conditions.

) Date Newsflash
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z/VSE V5.1 plus PTFs

§ What is available on z/VSE?

— OpenSSL 1.0.0d runtime library

— New component: z/VSE cryptographic services, 5686-CF9-17-51S

— Available on (DY47397/UD53864 and DY47414/UD53863)

— Software implementations for all algorithms with all key lengths

— Hardware Crypto Support (Crypto Express cards and CPACF)

— Programming APIs:
» OS390/ z/OS compatible SSL API (gsk_initialize(), gsk_secure_soc _init(), etc.)
» Subset of the OpenSSL API (LE/C)

§ OpenSSL Exploitation
- exploits OpenSSL ;‘, e
* SSL Proxy Server (BSTTPRXY) L4 ) L GARNARDSOFTWGRE G

Proxies a clear text connection into
an SSL/TLS connection and vice versa

« Automatic TLS Facility (BSTTATLYS)

Automatically converts any application
into SSL/TLS application
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IBM Tape Encryption — TS1120 & TS1130

§ The IBM System Storage TS1120/TS1130 Tape Drive
has been enhanced to provide drive based
data encryption

§ A key management component supports the generation
and communication of encryption keys for the tape
drives across the enterprise.

§ Support is available for z/VSE:
— zIVSE V4.2: GA
— z/VSEVA4.1: DY46682 (UD53141 and UD53142)
— zIVM: VM64062 (UM32012)

— DITTO: PKA44172 - With this APAR, DITTO/ESA for VSE
supports tape encryption interactively and via
standard VSE JCL in BATCH mode

§ Considerations when encrypting tapes:
— A tape can either contain encrypted data or unencrypted data
— If you encrypt the first file on the tape, all subsequent files will also be encrypted using the same key
* Important for multi file tapes

— If you send an encrypted tape to a business partner, the other side will also require a TS1120 or
TS1130 to be able to read the tape
@ © 2013 IBM Corporation
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IBM Tape Encryption — TS1120 & TS1130 & TS1140

Tape Controller TS1120 Tape Drive
System z
JCL..Labeis) [ /O < » FICON/ESCON
S Data Path
Hardware-based
ZINSE Secure IP Port [« > encryption
4 R
any Java Platform Read / Write Read / Write
Encryption Key
M EKM
anager ( ) Encrypted
Labell & KEK1, ' Text
Label2 & KEK2, ... Transfer Data Encryption
Key ‘wrapped’ using

Key Encryption Key(s)

/1 JOB ENCRYPT
/1 ASSGN SYS005, 480,
/1 KEKL UNI T=480, KEKL1=" MYKEKL1" , KEML=L, KEKL2=" MYKEKL2’ , KEMR=L
/1 EXEC LIBR _ _

BACKUP LI B=PRD2 TAPE=SYS005 encoding mechanism
/* (L=Label, H=Hash)
/& key labell

(name of the 1. KEK-key in EKM)
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Encryption Facllity for z/VSE

§ Secure business and customer data
§ Address regulatory requirements

§ Protect data from loss and inadvertent
or deliberate compromise

§ Enable sharing of sensitive information
across platforms with partners, vendors,
and customers

§ Enable decrypting and encrypting of data
to be exchanged between z/VSE and
non-z/VSE platforms

Encryption Facility for z/\VSE

o g

=

Lot 5
e.—;a\_ oo "

Gﬂmvzgﬂv\\?”/
eV Partners, branch

/--”/ offices with 2/0S or z/VSE
mainframe

Partners,
branch
offices

[
Engry .
“Vbtioy,

. n N Helerogeneous
Mainframe encryption services systems
leverages:

- Encryption hardware

- Client f Server based

key management

§ The Encryption Facility for z/VSE is packaged as an optional, priced feature of VSE

Central Functions V8.1 (5686-CF8-40).

§ The Encryption Facility for z/\VSE V1.1 uses System z data format

§ The Encryption Facility for z/VSE V1.2 uses the standard OpenPGP data format
— PGP stands for ,Pretty Good Privacy*, invented by Phil Zimmermann in 1991
— Open Standard, described in RFCs 2440 and 4880
— Compatible with Encryption Facility for z/OS V1.2 and many other OpenPGP

implementations

(5
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Differences between Encryption Facility V1.1 and V1.2 OpenPGP:

EF for z/VSE V1.1

EF for z/VSE V1.2 OpenPGP

Encrypted data format

System z format

OpenPGP format

Compatibility with

EF for z/0OS V.1.1, EF for z/OS
Java client

Any OpenPGP implementations, like
GnuPG, EF for z/OS V1.2 OpenPGP

Symmetric Algorithms

TDES and AES-128

DES, TDES, AES-128, 192, 256

Hash algorithms

SHA1

MD5, SHA1, 224, 256, 384, 512

Compression

System z provided compression
(hardware accelerated)

ZIP, ZLIB based compression
(software)

RSA key lengths

512, 1024, 2048

1024, 2048, 4096 (z/VSE V5.1)

Data integrity

None

MDC

Public key format

x.509 certificates

PGP certificates

Signatures

None

RSA signatures

(5
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§ No special tape hardware requirements (e.g. TS1120)

—But exploits IBM crypto hardware
(crypto cards and CPACF)

§ Host-based utility, no additional client/server
workstations

§ Easy to use
—No special setup necessary for password-based encryption

§ Supports all VSE data formats: single files and complete tape backups
(LIBR, IDCAMS, POWER, etc.)

§ Supports even proprietary vendor backup formats

§ Encrypted datasets and tapes can easily be exchanged between business
partners even on non z platforms

—Password-based
—Public-key based

@ © 2013 IBM Corporation
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Other ways to encrypt your backups or tapes

Encrypt your backup data using VTAPE

§ Create a backup on a remote virtual tape

§ Store the tape image on an encrypted medium
— Encrypted file system or directory (e.g. EcryptFS on Linux)
— Use encryption tools (e.g. TrueCrypt)
— Use Tivoli Storage Manager to store the backup data

Encrypt data in applications
§ Use CryptoVSE API to encrypt the data
» Uses Hardware Crypto Support if available

(5
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New technical articles on VSE homepage

http://www.ibm.com/systems/z/os/zvse/documentation/security. html#howto

k|

How to setup hardware crypto and SSL with VSE

i How to setup SSL with the VSE Script Connector (PDF, 900KB)
Updated: January 2010
Joerg Schmidbauer, IEM
i How to setup WebSphere MQ for z/WVSE V3.0 and WebSphere MQ for
Windows V7.0 with secured connections using S5L (PDF, 3.0MB)
Updated: March 2009
Joerg Schmidbauer, IEBM
i How to use Encryption Facility for zVSE (PDF, 380KB)
Updated: Movember 2010
Joerg Schmidbauer, IBM
i How to setup SSL with CICS Web Support (PDF, 1.7MB)
Updated: Movember 2010
Joerg Schmidbauer, IEM
i How to setup Secure Telnet with WVSE (PDF, 1.7MB)
Updated: January 2010
Joerg Schmidbauer, IEM
O How to setup Secure FTP with WSE (PDF, 1.2MB)
Updated: August 2009
Joerg Schmidbauer, IEM
i How to setup SS5L with WSE (PDF, 1.2MB)
Updated: Movember 2010
Joerg Schmidbauer, IBM
) How to setup and use Keyman/VSE (PDF, 650KB)
Mew: Movember 2010
Joerg Schmidbauer, IBM
i How to setup cryptegraphic hardware for VSE (PDF, 1.4MB)
Updated: December 2008
Joerg Schmidbauer, IEM @
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New Redbook: Security on IBM z/VSE - SG24-7691

Available since October 20, 2009
http://www.redbooks.ibm.com/redpieces/abstracts/sqg247691.html

Explains security concepts as well as step by step setup

It covers: i
Security on IBM z/VSE

§ Basic Security Manager

§ LDAP Authentication

§ Cryptography & SSL

§ TCP/IP Security

§ SecureFTP & Secure telnet
8§ CICS Web Support Security

§ Connector Security e
§ Security APIs Redbooks

@ © 2013 IBM Corporation
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Related Documentation

§

§

New RedBook: Security on IBM z/VSE - SG24-7691
— http://www.redbooks.ibm.com/redpieces/abstracts/sq247691.html

IBM System z cryptography for highly secure transactions
— http://www.ibm.com/systems/z/security/cryptography.html

VSE Security Homepage
— http://www.ibm.com/systems/z/os/zvse/documentation/security.html

IBM Manuals

z/VSE Planning
z/VSE Administration

0OS/390 Security Server External Security Interface
(RACROUTE) Macro Reference (GC28-1922)

0OS/390 Security Server (RACF) Data Areas (SY27-2640)
z/VVSE e-business Connectors, User's Guide
CICS Enhancements Guide, GC34-5763

Lo

\
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2013 IBM System z Technical University (Europe)
LAY i Munich, Germany
June 10-14, 2013

49 2013 IBM System z Technical University (Americas) at EnterpriseSystems2013

bl Orlando, FL, USA
October 21-25, 2013

European GSE/IBM Technical University for z/VSE, z/VM and Linux on System z

Hamburg, Germany
September 30-October 2, 2013

(OF

More information and registration:

Besides listening to presentations, these conferences lets you tap into a wealth of knowledge and
experience on a wide range of topics. It gives you an opportunity to interact with leaders from the z/VSE
community, including developers from IBM, key Independent Software Vendors (ISVs), and IBM
Business Partners (BPs). At these conferences you can network with colleagues and peers who share
your daily professional issues, including common business and technical challenges.
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Cnacubo TTATS Bedankt

Himndi Nederlands

TJSj Merci  Obrigado
ANK Y.
HANK YO U

English

Gracias! »
z ]ﬁf]‘ Danke

Simplified Chinese

z %'jif hHY e '3: SWFELT: FA =H B,

Traditional Chinese
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Thank You

Questions

¢ I

Please forward your questions or remarks to
zvse@de.ibm.com

Ifranzki@de.ilbm.com
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z/VSE Live Virtual Classes

ADOBE® CONNECT™

z/VSE @ http://www.ibm.com/zvse/education/
LINUX + z/VM + z/VSE @ http://www.vm.ibm.com/education/lvc/

Read about upcoming LVCs on @ http://twitter.com/IBMzVSE ,

Join the LVC distribution list by sending a short mail to alina.glodowski@de.ilbm.com
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